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Installation

Installation

This chapter explains how to install BitGuard Personal Firewall on
computers running a Windows operating system.

System Requirements

These system requirements apply when installing this version of
BitGuard Personal Firewall on a computer:

Computer Intel 80486 processor or higher or 100% compatible.

Memory Operating system requirements plus additional 16
MB.

Platform Windows XP Professional, Home Edition;

Windows 2000 Professional,;
Windows ME, 98.

Disk Space Requires less than 5 MB.
Communications TCP/IP with Internet access.

Note: BitGuard Personal Firewall does not support Windows 95,
NT4 or any Windows servers.

Before Installing

Read the readme_en.txt file that resides in the root directory of the
BitGuard Personal Firewall CD. This file contains important general
information and may contain update information that was not available
when this quick guide was last edited.

Uninstall other personal firewalls.
Scan your computer with an updated anti virus product.
Save all data and shut down all running Windows applications.

Note: To install BitGuard Personal Firewall, the computer must be
connected to the Internet. If connected to the Internet by a dial-up
connection, it must be running.

Installing

Insert the BitGuard Personal Firewall CD into the CD drive of your
computer to display the BitGuard Personal Firewall window.
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Note: If the BitGuard Personal Firewall window does not display
automatically, navigate to the root directory of the BitGuard
Personal Firewall CD and double-click SETUP.EXE.

Select English and Install to display this window:

Please select the language that you would like to use during the
installation.

Weelg det sprog du enzker at bengtte under installationen.

‘Welg spraket du ensker & berpitte under installagionen.

EnEIish

Ok I Cancel |

Select English to use English installation windows and click OK to
display this window:

BitGuard Personal Firewall

“whelcome to BitGuard Personal Firewall Setup program. This
program will install BitGuard Personal Firevall on your computer.

Itis strongly recommended that you exit all Windows programs
before mnning thiz Setup Program.

Click Cancel to quit Setup and close any programs pou have
nning. Click Mest to continue with the Setup program.

WwisRMIMNG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distribution of this program, or any
paoition of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent poszible under law,

Cancel
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Click Next> to display this window:

BitGuard Personal Firewall

License Agreement Al
*Y'ou must agree with the license agreement below to proceed € <

THE BITGUARD FIREMWALL SOFTWARE LICEMSE AGREEMENT -

MCOMPAMY" TRY US APS, DAMISH COMPANY REGISTRATION MUMBER [CYR
MR 2645 4374 STRANDGADE 21. DK-1401 COPENHAGEN, DENMARK ANDAOR 1TS
SUBSIDIARIES

"OU*AYOUR™  THE IMDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT
"wILL BE UTILIZING THE SOFT'wARE

VSOFTWARE"™  THE SOFTWARE AMD DOCUMENTATION THAT ACCOMPANIES
THIS LICEMSE

IMPORTANT NOTICE TO ALL USERS: PLEASE READ THE TERMS AWND COMDITIONS
OF THIS LICEMSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. THE
COMPANY 1S WILLING TO LICENSE THE SOFTWARE TOY0U ONLY ON THE j

[~ | accept the license agreement

< Back ‘ ‘

Read the license agreement carefully.

[] I Accept the License Agreement: Check the box to enable the Next>
button.

Click Next> to display this window:

BitGuard Personal Firewall
Al

-

Destination Location

Setup will install BitGuard Personal Firewall in the following folder.
Toinstallinto a different folder, click Browse, and select anather folder.

“fou cah choose not to install BitGuard Personal Firewall by clicking Cancel to exit Setup.

Destination Folder

C:\Program Files\BitG uardFirewall Browse.

<Back [{THeEE Caredl |

Destination Folder: The default installation folder path is displayed in
the section (default: C:\Program Files\BitGuard\Firewall).



Installation

Browse: Click this button to display a Windows Browse for Folders
window to browse for and select an installation folder, the path of
which will be displayed in the section.

Click Next> to display this window:

BitGuard Personal Firewall

=

Start Installation

Y'ou are now ready to install BitGuard Perzonal Firewall

Click the Mest button ta begin the installation or the Back button to re-enter the installation
information.

Cancel ‘

< Back

Click <Back to return to the previous window to change the
Destination Folder.

Click Next> to display this window:

BitGuard Personal Firewall

Installing

=

&=

X
£ L
Copying Persanal Firevsall TDIS Driver file:
C:A\Program Files\BitG uard\Firewal \CSTDIS. 5Y'S

Current File

ENEEEEEENEEEEEEENEEEEEEEEEEEEEEN
AllFiles

Time Remaining 0 minutes 0 seconds

lfise Installation ‘wizard®
| | Cancel |
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While copying files, progress is displayed by colored blocks in the
progress bars.

While installing, the user license must be registered with the
manufacturer to enable full firewall functionality. The first window of
the registration wizard will be displayed:

Setup... [ %]
BitGuard Personal Firewall 2.4 ,
Please fill in the Registration Farm. I 4
All ikems marked with * must be specified. A

‘welcome ta the Firewall Registration wizard.
This wizard will guide pou through registering pour firewall license.

Pleaze have your Registation Mumber and Registration Key ready,
as they are required to complete the registration.

Enter Registration Number *

Enter Registration Key *

SEltimgs...l Mext » I LCancel |

Enter Registration Number: Specify in the fields the registration
number you have received.

Enter Registration Key: Specify in the fields the registration key you
have received.

Click Next> to submit you license for registration across the Internet.

Note: A window for specifying user details (user name and email
address required) may be displayed.
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Settings...: If you are unable to connect to the registration website,
click this button to display this window:

Connection

[ Connection settings

Cannection

The intermet connection will sutomatically be detected.
Change these settings if any problems with
—a-p- the default connection settings occur.

N

Enter altemative LIRL:

Ileglsler.danwaresecurlly.cumﬂfrslaﬁreglsler asp

‘ 0K LCancel

This window enables specifying a proxy and an alternative
registration Internet address.

Note: Change the settings in this window only if registration
using the default settings fails.

Type: []: The drop-down box field displays the selected proxy
option. The drop-down box list contains the options:

No Proxy: Select this option to not use a proxy (default
selection).

Use Internet Explorer Proxy Settings: Select this option to use
the proxy settings of Internet Explorer running on the computer.

Use Proxy <Proxy settings>: Consult with your system/
network administrator on which proxy settings to use (format:
<Proxy server name>:<Port number>).

Select an option in the list to display it in the field.

Enter Alternative URL: []: The field displays the default
registration URL. Specify an alternative URL only if requested by
your supplier.

OK: Click this button to apply selections.
Cancel: Click this button to continue without registering your license.

Note: If the firewall is installed with no valid registration, the access
to other computers will be disabled. In this case, the registration
wizard can be displayed from the firewall icon menu.
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When the license has been successfully registered, registered license

information will be displayed:

Setup...
BitGuard Personal Firewall 2.4 6
Pleasze fill out Registration Form, 4
Allitems marked with * must be filed out =S

BitGuard Perzonal Firewall has been successfully registered,
Reaqistered to:

<User names

<User e-mall address>

Information

Inztallation date: <Installation dates
Expires: <License expiny date>

Support:

hittp:/Asupport tyus dk

GEthhgs... | et |

Registered to: Licensee name and email address.
Installation Date: Date of firewall installation.
Expires: Date of firewall license expiry.
Support: Support web address.

OK: Click this button to continue.

During installation on Windows XP or 2000, this window may be

displayed several times:
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Windows XP:

Hardware Installation

[ ] The software you are installing for thiz hardware:
L)
CSNDIS Filter Minipart

has not passed Windows Logo testing to werify its compatibility

with Windows =P. [Tell me why this testing is important.)

Continuing your i ion of this sof may impair
or di bilize the comrect ion of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[ LContinue Angway ] | STOF Installation |

Windows 2000:

Digital Signature Not Found

The Micrasoft digital signature affims that software has
been tested with Windows and that the software has not
been altered since it was tested.

The saftware you are about to install does not contain a
Microsoft digital signature. Therefare, there is no
quarantes that this software works corectly with
“windoes.

CSNDIS Filker Minipart

If you want ta search for Microsoft digitally signed
software, visit the Windows Update ‘Wb site at
http: fwindowsupdate. microsoft.com ta see if one is
available.

Do you want to continue the installation?

es No | Mare Info |

This window alerts you that a driver being installed does not have a
Microsoft digital signature. The manufacturer is in the process of
obtaining Microsoft digital signature for its drivers, but as this process
takes some time, drivers may not have been signed. To complete the
firewall installation, you must select Continue Anyway or Yes.

10
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When the firewall has been successfully installed, this window will be
displayed:
BitGuard Personal Firewall

BitGuard Perzonal Firewall has been successfully installed.

Click the Finish buttar ko exit this installation.

< Bacht

[Earize] |

Click Finish> to leave the installation program and display this
window:
[LHE
Thiz eystem must be restarted to complete the
installation. Click the OK button to restart this

computer. Press Cancel to return to Windows
without restarting,

Cancel |

OK: Click this button to close the window and restart the computer
completing the installation.

Cancel: Click this button to close the window without restarting the
computer. Until the computer has been restarted, the access to other
computers will be disabled.

11



Initial Appearance

Initial Appearance

When BitGuard Personal Firewall is running on a computer, this icon
is displayed in the task bar tray in the lower right corner of the screen:

k'

The firewall typically runs unnoticed on the computer until the user
attempts to access another computer on the local area network (LAN)
or the Internet.

LAN or Internet Access

Initially, the firewall does not allow any program on the computer
access to other computers on the LAN or the Internet.

When you attempt to access a computer on the LAN or the Internet
with a program for the first time, this window displaying only the top
section including the Yes, No and Details... buttons will be displayed:

BitGuard Perzonal Firewall [ x|

é Allow Pragram: Internet Explarer
o Access tothe Intemet?

Tes Mo Details....

[~ Bemember

File: Mame: IEXPLORE.EXE
Filz Location:  C:\Program Files\ntemet Explarers
File Yersion: E6.00.2800.1106

File Size: 91.136 bytes
Pratocal TCP

Description: Transmission Contral
Local IP; 1592.168.102.58

Remate IP: 1592.168.100.7
Port Fange: Lacal Part: 1251 Remote Port: 80

‘ End Task Open containing folder...

Yes: Click this button to allow LAN or Internet access.
No: Click this button to deny LAN or Internet access.

[] Remember: Leave this box unchecked to apply the Yes/No selection
for this occasion only. Check the box to apply the Yes/No selection as
the default setting on the firewall. Applying Yes will create the firewall
setting Allow Internet Access. Applying No will create the firewall

12
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setting Deny Internet Access. Additional options are available in the
firewall Configuration window.

Details...: Click this button to expand the window displaying the lower
section with details of the attempted action.

End Task: Click this button to kill the process of the attempted action
after confirmation by the user, i.e. stop the program with which the
action was attempted.

Caution: Do not kill a Windows process, as this can yield unexpected
results.

Open Containing Folder...: Click this button to open Windows
Explorer displaying the directory containing the program file.

Note: Some programs such as Internet Explorer will not gain access
the first time clicking Yes because during the dialog interaction the
program times out. Repeat the action to gain access.

13
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Firewall Configuration

Note: No configuration by the user is necessary to start using the
firewall. However, to achieve a customized functionality, configure

the firewall.
Right-click the firewall icon in the task bar tray to display this menu:

Firewall configuration
Skatistics. ..

Lock allinternet
About

Hide: Firewall
Exit firewall

This menu and windows accessed from it are explained in the manual
that is available as a viewable and printable portable document format
(PDF) file in the BitGuard Personal Firewall CD MANUAL directory.
Select Firewall Configuration or double-click the firewall icon to
display this window:

¥ BitGuard Personal Firewall M=
File “iew Help
I Program Configuration |
P
Program Configuration Filz Name | File Description | File Rights |
$i FireSwe.Exe Danware Security Service Allaw
™ L5855 EXE LS54 Executable and Serve...  Allow
B P} [EXPLORE.EXE Internel Explorer Allow
Active Frograms W’INW’DHD.EXE Microsaft \Word for Windows — Allow
Y T LMCONFIGEXE MetOp Security Manager Allow
. :-‘ MGSTWIZ EXE MetOp 32 Guest Application.  Allow
: ,]
Basic Settings
J | Add Bemove
Log —Selected File
File Mame: Internet Explorer
" X Fila Yersion E.00.2800.1106
Advanced Settings File Path: C:%Program FileshInternet Explorer,
File Size: 91,136 Buytes,
Filz Rights:
IAIIDW Internet Access d
[IP:192168.10258  [Firewall Active  Fegistered to Yy

14
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Note: If the firewall is installed with no valid registration, this
command will display the registration wizard.

In this quick guide, only basic program configuration will be briefly
explained.

Program Configuration

In the left view selection bar, click Program Configuration to display
the Program Configuration view in the right part of the window.

The pane displays programs as records in a table with the column
contents:

File Name: Program icon and executable file name.
File Description: Description of the program functionality.
File Rights: File rights assigned by the firewall.

Add or remove programs in the pane by using the Add... or Remove
buttons below the pane.

Select a record in the pane to display information on the file in the
Selected File section below.

File Rights: []: This drop-down box displays the right assigned to this
program by the firewall. The drop-down box list contains these file
right options:
Allow Internet Access: The program can access other computers
without prompting the user.

Ask for Internet (default): When attempting access to other
computers with the program, the Allow Program Access window
explained above will be displayed.

Deny Internet Access: When attempting access to other computers
with the program, access will be denied, but the program will
continue running.

15
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Kill Program: When attempting running the program, this window
will be displayed:

Information [ x]
The Program: Intemnet Explorer
has been Killed
Ok Details..

Unrestricted Internet Access: The program can access other
computers without port or protocol restrictions. IP address
restrictions will apply.

Caution: This option that bypasses firewall restrictions should be
used only for troubleshooting.

Select a file right option in the list to display it in the field, applying it
to the selected program.
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